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Legal Disclaimer

The Western Digital Corporation or its affiliates general policy does not recommend the use of its products in life
support applications wherein a failure or malfunction of the product may directly threaten life or injury. Without
limitation to the foregoing, SanDisk shall not be liable for any loss, injury, or damage caused by use of its products in any
of the following applications:

« Special applications such as military related equipment, nuclear reactor control, and aerospace.

« Control devices for transportation equipment including automotive vehicles, trains, ships, and traffic equipment.
« Safety systems for disaster prevention and crime prevention.

« Medical-related equipment (including medical measurement devices).

Accordingly, in any use of SanDisk products in life support systems or other applications where failure could cause
damage, injury, or loss of life, the products should only be incorporated in systems designed with appropriate
redundancy, fault tolerant, or back-up features. Per SanDisk Terms and Conditions of Sale, the user of SanDisk products
in life support or other such applications assumes all risk of such use and agrees to indemnify, defend, and hold
harmless Western Digital Corporation or its affiliates against all damages.

Security safeguards, by their nature, are capable of circumvention. SanDisk cannot, and does not, guarantee that data
will not be accessed by unauthorized persons, and SanDisk disclaims any warranties to that effect to the fullest extent
permitted by law.

this document and related material are for information use only and are subject to change without prior notice. Western
Digital Corporation or its affiliates assumes no responsibility for any errors that may appear in this document or related
material, nor for any damages or claims resulting from the furnishing, performance, or use of this document or related
material. absent a written agreement signed by Western Digital Corporation or its affiliates or its authorized
representative to the contrary, Western Digital Corporation or its affiliates explicitly disclaims any express and implied
warranties and indemnities of any kind that may, or could, be associated with this document and related material, and
any user of this document or related material agrees to such disclaimer as a precondition to receipt and usage hereof.
Each user of this document expressly waives all guaranties and warranties of any kind associated with this document
and/or related materials, whether expressed or implied, including without limitation, any implied warranty of
merchantability or fitness for a particular purpose or infringement, together with any liability of Western Digital
Corporation or its affiliates and its affiliates under any control, negligence, strict liability of Western Digital Corporation
or its affiliates and its affiliates under any contract, profit or other incidental, punitive, indirect, special, or consequential
damages, including without limitation physical injury or death, property damage, lost data, or costs of procurement of
substitute goods, technology, or services.

This document and its contents, including diagrams, schematics, methodology, work product, and intellectual property
rights described in, associated with, or implied by this document, are the sole and exclusive property of Western Digital
Corporation or its affiliates and its applicable subsidiaries (“SanDisk”). No intellectual property license, express or
implied, is granted by SanDisk associated with the document recipient's receipt, access and/or use of this document;
SanDisk retains all rights hereto.

No work for hire, nor any form of joint ownership, is granted or implied by the document recipient’s receipt, access and/
or use of this document.

Any work requested (or implied by the document recipient to be requested) to SanDisk associated with this document
and/or its contents, shall be the sole and exclusive property of SanDisk, except to the extent, if any, expressly agreed
otherwise by SanDisk in writing referencing this document.

This document, and SanDisk's communications to the user associated therewith, shall be treated as SanDisk's
proprietary and confidential information, protected by the recipient as such, and used by the recipient only for the
purpose authorized in writing by SanDisk. This document shall be covered as SanDisk's confidential information under
all applicable nondisclosure agreements between the recipient and SanDisk.

No part of this document may be reproduced, transmitted, transcribed, stored in a retrievable manner, or translated into
any language or computer language, in any form or by any means, electronic, mechanical, magnetic, optical, chemical,
manual, or otherwise, without the prior written consent of an officer of Western Digital Corporation or its affiliates.

All parts of the SanDisk documentation are protected by copyright law and all rights are reserved. SanDisk and the
SanDisk logo are registered trademarks of Western Digital Corporation or its affiliates, registered in the United States
and other countries. Other brand names mentioned herein are for identification purposes only and may be the
trademarks of their respective holder(s). Copyright 2016 Western Digital Corporation or its affiliates. All rights reserved.

- ° This document or item is part of a SanDisk-developed design for a standard SanDisk product, and is not custom
SaIDlSk material. © 2016 Western Digital Corporation or its affiliates.
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Revision History

Revision Section(s) Description

July 2016 ) Al Western Digital corporate branding applied. No technical information
was updated.
June 2015 1 All Initial release.

ESD Caution - Handling

Static electricity may be discharged through this disk subsystem. In extreme cases, this may temporarily interrupt the operation or damage
components. To prevent this, make sure you are working in an ESD-safe environment. For example, before handling the disk subsystem, touch
a grounded device, such as a computer case.

CAUTION
(OBSERVE PRECAUTIONS
FOR HANDLING
ELECTROSTATIC
SENSITIVE DEVICES

L ® This document or item is part of a SanDisk-developed design for a standard SanDisk product, and is not custom
SaIDlSk material. © 2016 Western Digital Corporation or its affiliates.
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1.0 Introduction

This user guide provides information about the installation, user interface, and diagnostic options of the SanDisk Guard tool.

SanDisk Guard is a Windows, client application intended for legacy products from SanDisk Corporation. SanDisk Guard is a configurable
multi-device diagnostic tool that is available to SanDisk Corporation customers.

2.0 Installation

This section includes installation requirements and procedures, and various editions of SanDisk Guard.

2.1 Installation Requirements

. LSI™ SAS 9207 series host bus adapter (HBA)
. Microsoft ® Windows 7, 2008 R2, 2012 R2, 32-bit or 64-bit

. Microsoft. NET Framework 4.0

2.2 Installation Procedure

To install SanDisk Guard:

1. Double click SanDiskGuard_Special Edition_<version>.exe.

B3] sanDiskGuard Special Edition - InstallAware Wizard |l e S—

Welcome to SanDiskGuard Special Edition Setup

Collecting information Welcome to the InstallAware Wizard for SanDiskGuard Special Edition Setup.
Preparing installation

Installing

ard Spedal Edition on thi puter. Flease

Finalizing installation

7]

Installaware

2. Click Next at the welcome screen to continue.
3. Review and accept the licensing agreement.

4, Click Next to continue.

1 This document or item is part of a SanDisk-developed design for a standard SanDisk product, and is not custom
SaID].Sk® material. © 2016 Western Digital Corporation or its affiliates.
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SanDiskGuard Special Edition - InstallAware Wizard

License Agreement

END USER LICENSE AGREEMENT
Collecting information

IMPORTANT-READ CAREFULLY: SUBJECT TO THE LICENSEE AS AN INDIVIDUAL
Preparing installation PERSON OR A SINGLE LEGAL ENTITY (“LICENSEE™) ENTERING INTO AN LICENSE

FOR THE SOFTWARE (“SOFTWARE™) WITH SANDISK CORPORATION
Installing (“SANDISK™) OR. A THIRD PARTY AUTHORIZED BY SANDISK (“AUTHORIZED
THIRD PARTY "), UNDER THIS END USER. LICENSE AGREEMENT
(“AGREEMENT™), SANDISK HEREBY OFFERS LICENSEE OR AUTHORIZED THIRD
PARTY THE TERMS AND CONDITIONS SET FORTH BELOW. THIS AGREEMENT 1S
ﬁ A4 BINDING AGREEMENT WITH SANDISK. DO NOT DOWNLOAD, INSTALL OR.

g installation

OTHERWISE USE THE SOFTWARE IF YOU DO NOT ACCEPT THE TERMS OF THIS
AGREEMENT. CLICKING “ACCEPT” OF. DOWNLOADING, USING OR INSTALLING
THE SOFTWARE CONSTITUTES ACCPETANCE OF TEHESE TERMS. IF LICENSEE
DOES NOT AGREE TO THESE TERMS, LICENSEE SHOULD NOT DOWNLOAD,
INSTALL OF. USE THE SOFTWARE.

The Software is owned by SanDisk and/or its third party licensers if applicable (“Licensors™).
The Software is protected by copyright laws and international copyright treaties, as well as
other intellectual property laws and treaties,

1. License.
Subject to the license restrictions in Section 2, SanDisk grants to Licensee a limited, personal,

Installaware

5. Review the release notes to see the most recent changes.
6. Click Next to continue.

B sanDiskGuard Special Edition - InstallAware Wizard

ReadMe Information

Collecting information SanDiskGuard Release Notes

Preparing installation Supported Operation Systems (32bit or 64 bit):

Installing -M5 Windows 7
-MS Windows 2008 R2

Finakzing mstallabon M5 Windows 2012R2

Supported HEAs

-L5I 9200 series SAS/SATA HBA
g -L5I 2207 series SAS/SATA HEA

Release Details

Version 1.1.3 build D00 23 JAN 2015
~Fixes
-All Editions
~Fixed ESM-537 - Issue with parsing Optimus Max part number
~Fixed ESM-534 - Zip file crested by running Diagnostic report cannot be opened even with
password
~Fixed ESM-535 - Unlock on Optimus Max reports sesi error

Version 1.1.2 build 000 19 DEC 2014
~Fixes
-All Editions
~Fixed ESM-524 - Indude SystemEventLog as part of diagnostics report for XceedStor drives

InstallAware

7. Select the location where you would like to install SanDisk Guard or use the default location.

1 This document or item is part of a SanDisk-developed design for a standard SanDisk product, and is not custom
SaID].Sk® material. © 2016 Western Digital Corporation or its affiliates.
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8. Click Next to continue.

B sanDiskGuard Special Edition - InstallAware Wizard et | | e S|

Destination Folder

Collecting information d for the applica

| Microsoft SQL Server Compact Edition
| Microsoft Sync Framework.

| Microsoft Synchronization Services

. Microsoft Visual Studio 11.0

. Microsoft Visual Studio 8

. Microsoft.NET

| Mozilla Firefox

Mozilla Maintenance Service
g | MsBuild
~ 4y NuGet

. Reference Assemblies
| SanDiskEyeScope

Preparing installation
Installing

Finalizing installation

i+t | SanDiskGuard Spedal Edition |

path:

InstallAware

9. Enter the name of the SanDisk menu group and select whether shortcuts are for your account only or for all users.
10.  Click Next to continue.

11.  Click Next to begin the installation process.

B3] sanDiskGuard Sp

Ready to Install

Collecting information Setup is ready to start installing SanDiskGuard Special Edition.
Preparing installation

Installing

Finalizing installation

73

InstallAware

- This document or item is part of a SanDisk-developed design for a standard SanDisk product, and is not custom
San)].Sk® material. © 2016 Western Digital Corporation or its affiliates.
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12. When prompted, click Finish. You will have the option to launch SanDisk Guard after you close the installer by checking the Run
SanDisk Guard box.

SanbDiskGuard Special Edition Setup Complete
Collecting information SanDiskGuard Special Edition has been installed successfully.
Preparing installation
Installing
Finalizing installation

Run SanDiskGuard Special Edition now
InstallAware .
- This document or item is part of a SanDisk-developed design for a standard SanDisk product, and is not custom
San)]-Sk® material. © 2016 Western Digital Corporation or its affiliates.
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3.0 UserInterface

3.1 Elements of the User Interface

Document Number: 80-11-80115

The SanDisk Guard user interface provides options for querying, monitoring, and sending commands. The user interface consists of the

following:

. Device Bar: Contains device information and indicates whether the device is selected. The device bar contains quick action

buttons for immediate access to frequently used commands.

. Device Health: Provides health information about the device through an expandable and collapsible panel:

+  Life Used

+  Maximum Temperature
+  Current Temperature

+  Retired Block Count

« Write Amplification

. Device Status Panels: Displays more detailed information about a device. Device status panels are hidden by default.

. Activity Log: Displays the results of the most recent command or action.

. Activity and Progress Bar: Indicates the process of the current command or action and indicates the status of the connected device.

. Menus and Device Command Buttons: Contains both generic menus with options for all devices and device-specific menus with

options exclusively applicable to the selected device type.

Expand/

Menu/Command
Buttons ¢ SanDiskGuard Special Edition 1.1.5.2
I Fie Edt Wiew (Command SMART SATA  Test Took  Heb
NE DS & R e ‘*‘ W sclect 2l posv * {5 Application Log
Device - 20010CIE

Identifier | SDLF1DAR-9B0G-1HAT
©  SATA  SB0GE  Z3D4RPIT

oy Bl

Device

Lie Used | |MaxTemp| | Cu Temp FREC WA
100%

i SATA 480 GE ZN1MMCA3

B Health

Quick

£ action

g/ Buttons

. Foangpng

5
o
B
]
=t
z
151
=~
E

Status Panel )

(Hidden) =l . FcooBaRx
z
= SDLFOD7R-480G-1HZ2
5| o
=
g
=
=
=
&
=1
]

erial Nwdber = 20010C1E
art Nurber = SDLF1DAR-960G-1HA1
Activity irmware Rev = Z304RPA1
Loz 1 x LBA = 1875385008 (Dx6FCB1AB0)
= ector Size = 512
Interface Type = SATRL
g W = S00117310073F3EC
ZJPI Enabled = Fal=ze
SHPI Type =0
TCG Supported = False

Zoom Level - 100%
= 0000DF6S |{5 FGOOEOKP [{E FGONCHTA |{& FGO0SPOR | FGO0BORX l& 20010C1E

SanJisk’ rea

m Al

Activity and

/Progress Bar
12015 1025 R0,

- @ This document or item is part of a SanDisk-developed design for a standard SanDisk product, and is not custom
SarDlSk material. © 2016 Western Digital Corporation or its affiliates.
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3.1.1 DeviceBar

The device bar displays the connected devices as well as options for configuring and monitoring the devices. SanDisk Guard automatically
searches for connected devices when launched. Select a device to issue a command. To select a device, left click the device bar. To select more
than one device, click CTRL and left-click the desired devices. A purple bar indicates a device was selected. Menu selections only affect selected
devices.

Y FGDOCH?7A I]
& SDLFOD Y -400G-1HAT %
T SATA ADOGE  ZME42IM2 E

Life Used

|MaHTcmp |EurTem|:| | REC Karay

FGO08PDR n

) T=B2C10N 206G 7001

b4
S caTA 120GB ZN19MCID E E

For each displayed device, the device bar displays device health information and quick action buttons. See Quick Action Buttons, on page 13 and
Device Health, on page 13 for additional information.

If SanDisk Guard does not detect connected devices, a blank screen displays. When a blank screen displays:
1 Check that devices are connected to an LSI HBA.
2 Check that devices are powered on.
3. Check that SanDisk Guard is running as administrator.
4 Click Refresh (F5.)

Refvesh |

:' Mo devices Found.

- @ This document or item is part of a SanDisk-developed design for a standard SanDisk product, and is not custom
SaIDlSk material. © 2016 Western Digital Corporation or its affiliates.
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3.1.2 Quick Action Buttons
The quick action buttons allow forimmediate access to the most common commands. The buttons are Inquiry for an SAS/SCSI device or Identify

for an SATA/ATA n , update Firmware E , Diagnostic Report ,and Read SMART Attributes .

SCS1 Inquiry/ Read SMART
SATA Identify attributes

NS
oo
o

%

el &
Diagnostic Download
Firmware

Report

3.1.3 Device Health
The SSD health information is displayed for all connected devices. The significance of each component of the device health is as follows:
. Life Used: The estimated total device life used shown as a percentage
. Max Temp: The maximum internal device temperature ever recorded in degrees Celsius
. Cur Temp: The current device temperature in degrees Celsius
. RBC: The total retired block count
. WA: The Write Amplification factor

The health bar graphically displays how close the current attribute is to the SMART threshold. The health information can be expanded or

collapsed for each device by using the arrow buttons on the device bar. Click the down arrow to expand the health bar to be visible. Click
the up arrow to collapse it so that it becomes hidden.

‘ Life Used ‘Max Temp | | Cur Temp RBC WA
| | |

Health Bar

If a device has tripped a SMART threshold, the tripped attribute will turn red.

Life Used ‘Ma}c Temp | RBC
N—_| ed

- @ This document or item is part of a SanDisk-developed design for a standard SanDisk product, and is not custom
SaIDlSk material. © 2016 Western Digital Corporation or its affiliates.
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3.1.4 Device Status
Device status panels display the following information about a device:
. Identity
. Geometry
. Configuration
. Security
. Statistics

Each category contains applicable information. Device status panels are hidden on the left-hand side of the user interface by default. The device
panels can be pinned open by clicking on the pin icon.

+= SanDiskGuard Special Edition 1.1.5.2

File  Edit  Wiew Command SMA&RT  SA&3  Test  Tools  Help
J = (7] e ‘*_ B0 Select Al Q) osv - o Application Log
-
FGODCH7A 1| B
[ ™
(4] E SDLFOD?TH-400G-1HA1 E
Serial Mumber  FGOOCHTA Solls chiE e
SDLFODTM-400...
Part Murnb
art Humber - FGOOSPDR 1|
Code Revisi 2JM2
nee e e TXB2CI0120GG7001
Microcode Version  ZNE421M2 i SATA 130 GE ZMiaMCS E
WM LUM 50011731 0024F6...
Vendar .~ FGODBQRX 1| ||
Interface Serial ATA E SDLFODYR-480G-1H22
Nominal Farm Fac... 5 g e, T sATA 480GE ZNIMMC4S E
8|
: = FGOOEOKP 1 |
Capacity 400 GB j ~a =
Sector Size 5128
a Device 1 (FGOOEOEF) detected at Z015-05-05 03:45:10 ﬂ
Queue Depth 2 Zerial Nunber = FGOOEQER
TCE Supported False Part Number = SDLEODGR400GSCA]L
Vendor ID = Smrt3tor
ﬂ Firmware Rew = 4954
Security Locked YES Max LEL = 781422767 (0OxZE93904F)
Jector Size = 51z
Interface Type = 543
T = 50011731002ZE3SEES
PI Enshled = False
PI Type =0
TCG Supported = False
-
4| | »
Zoom Level - 100%%s :
& BF. [SF. [EF. G0, & 0000DFES [ FGIIEIKP |G FEIIBORX G FEINSPDR & FGIOCHTA |
San)isk' Ready 7 Device Lock-outs 510/2015 10:46FM .

Each group is expandable and collapsible. To restore a hidden or closed status panel, select View > Device Status.

View | Command  SMART  SAT

Device Status

Lock-out Device

Clear Device Lock-outs

- @ This document or item is part of a SanDisk-developed design for a standard SanDisk product, and is not custom
SaIDlSk material. © 2016 Western Digital Corporation or its affiliates.
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3.1.5 Activity Log

The activity log records and displays information about the most recent command for the selected drive(s). When multiple devices are
connected, a tab is provided for each individual device. To view the activity log for a particular device, click the tab labeled with the drive serial
number.

+= sanDiskGuard Special Edition 1.1.5.2

File Edit Wi Command SMART SAS Test Tools Help
= @ | @ | & | Wsclect al Q)osy & Application Lag

L/

|»

FGODCH7A
) SDLFOD#-400G-THAT

— SATA  AD0GE  ZNE42IM2 E

«|

FGOOSPDR

P TXB2C1 0 20GG 7001
S SATA 120 GE ZM19MC19

«|

. FGODBQRX (1]
E SDLFODYR-480G-1H22

T GaTa 4B0GE ZNIMMC4S E E
v :
= FGOOEOKP — l] -

59400000 €| 4030094 €2 | xas0a0094 6| wadannad @ | wiHI0094 €

Dewice 1 (FGOOEOQOKP) detected at Z2015-05-08 03 :45:10 -

Serial Number = FGOOEOQOKF

Fart MNuwber = SDLECDGR400GSCAL

Vendor ID = Smrtc3itor

Firmware Rew = 4954

Max LEL = FE1422767 (OXZESQ3S0AF)
— Sector Size = 51z

Interface Type = QA4S

W = S001173100=ZE3EES

FI Enabled = Falzse

FI Type =0

TCGE Supported = False

-
1| | >

Zoom Level - 100%

& 0000DF6S |G FGODEOKP [{E) FGOOEQRX & FGODEPDR [ FGOOCHTA |
SaIDiSk Ready 7 Device Lock-outs 5/10/2015 10:44 PM .

All activity logs are saved to MyDocuments\SanDiskGuard\Logs.

3.1.6 Status and Progress Bar

The status and progress bar is located at the bottom of the SanDisk Guard interface. The status and progress bar indicates how many devices are
detected and the progress of any current long-running command or action. For example, it will cycle if a download firmware command has
been issued until the command is completed. The status and progress bar also displays the date and time.

3.2 Toolbar

This section presents an overview of the toolbar menu options. The drop-down menus located on the toolbar provide access to commands,
tests, and file operations.

- @ This document or item is part of a SanDisk-developed design for a standard SanDisk product, and is not custom
SaIDlSk material. © 2016 Western Digital Corporation or its affiliates.
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3.2.1 Toolbar Menu Options

The following table lists the available menu options and identifies any shortcuts or buttons associated with the option.

Table 1: Toolbar Menu Options

Quick
Access/
Toolbar
Button

Submenu Command Shortcut

Page Ref

Opens a new SanDisk Guard

New CTRL+N L
application.

File Lets you browse for and open

Open CTRL+O an existing log file.

E;J;- L.

Closes the SanDisk Guard

Exit CTRL+Q L
application.

CTRL+D Generates and saves a

diagnostic report.

Diagnostic

Report 21

]

Pulls the event log from the
drive(s) and stores it in a 22
specified location.

Event Log

(o

Retrieves the dump logs from
the device(s) and stores it in a 23
specified location.

Core Dump

3

Get

Snapshot Generates a panic log. 23

Test

Downloads all panic logs to the

2
diagnostic report. 3

Extract

Panic Log Displays all available panic logs
Seek on LSI/SandForce based 24
products.

Erases all panic logs on LSI/

SandForce-based products. =

Erase

Runs a variety of tests and

checks on the device(s).
Drive Self- test 26
Reports the results of the drive

self-test.

Run

Report

- @ This document or item is part of a SanDisk-developed design for a standard SanDisk product, and is not custom
SaIDlSk material. © 2016 Western Digital Corporation or its affiliates.
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Table 1: Toolbar Menu Options (Continued)

Quick
Menu Submenu Command Shortcut _ﬁ)c;le':;{' Action Page Ref
Button
Refresh F5 c 52:::: the serial lanes for 27
Lets you select and update a
Eirr)n(i?/:aere + firmware file onto the selected 28
device(s).
Current Reformats the drive using the
current drive configuration.
5128/ Reformats the drive to 512 Byte/
5128 + PI sector optionally with
Command Format Protection Information Type 2. 58
5128/ Reformats the drive to 512 Byte/
512B 4 PI sector optionally with
Protection Information Type 2.
5288 Reformats drive to 528 Byte/
sector.
Sequential 30
Random 31
Read Retrieves attributes data and
Attributes reformats it into a readable 32
version.
SATA Return Reports whether a threshold 33
Status has been exceeded.
SATA Disable 6 g:is\:ﬂes operations on the 33
SMART SATA Enable a Enables operations on the drive. 33
SATA Read Reads the specified log page
Lo @ using the Read Log 34
9 command.
SATA Write Writes data to the specified log
Lo [:} page using theWrite Log 35
9 command.
SATA Self Test & fg;erizzz SATA Self-test 35
- @ This document or item is part of a SanDisk-developed design for a standard SanDisk product, and is not custom
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Table 1: Toolbar Menu Options (Continued)

Quick
Access/
Toolbar
Button

Menu Submenu Command Shortcut

Action Page Ref

Returns standard device

standard identifying and configuration 36

Inquiry

data.
Inquiry : CTRL+1 n : :
Vital Returns detailed device

Product identifying and configuration 37
Data data.

Issuesthe Test Unit Ready
TUR CTRL+T '/ command to the selected 37
device(s).

Issues the Read Capacity
E] command to the selected 37
device(s).

Read
Capacity

SAS Makes the media available for

Start A
Start-stop write and read access.

Unit 38

Makes the media unavailable

Sto .
P for write and read access.

Reads device configuration

39
parameters.

Mode Sense

R . .
Log Sense ead.s device statistics and 39
metrics.

Defect Returns the count of defects
Read Defect (grown and manufactured) 40

Count X
u from the selected device(s).
Returns the device
Identify CTRL+1 “ identification and configuration 42
data.
Standby 1 ’
M h 2 42
Immediate U oves the device(s) to standby.
Idle
M h i idle. 42
Immediate E oves the device(s) to idle
Sleep B .Caus.es SATA interface to be )
— inactive.
Returns the power-saving and
heck P
SATA EAoedce ower EI performance mode of the 42
device(s).
Opens a dialog box that allows
Set Features ‘f you to enable or disable various 43
features.
Security Sendsthe Security Unlock
s Unlock <3 command to selected device(s).
ecurity
Feature Set Securit Performs a secure erase 43
Erase Y (encryption key only) operation
on selected device(s).
SATA Read
L | logs. 44
Log @ ets you read selected logs
- @ This document or item is part of a SanDisk-developed design for a standard SanDisk product, and is not custom
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Table 1: Toolbar Menu Options (Continued)

Quick
Access/
Toolbar
Button

Menu Submenu Command Shortcut

Action Page Ref

) Lets you enable sounds to alert
Environment | Enable )
- the completion of a 45
Options Sounds .
long-running command.
Tools
’ Lets you set the host bus
Device A
adapter and access device error 45
Control . .
handling options.
Displays information about the
Help About ? version of SanDisk Guard.

3.2.2 Interface Specific Menu

The interface-specific menus contain commands unique to the communications protocol of the selected device. Only menus and commands
relevant to the particular interface of the selected device(s) are visible. For example, only if an SAS device is selected will an SAS menu appear in
the toolbar. The SAS menu provides options exclusively relevant to SAS devices.

Interface-specific menus are available in the toolbar. See SAS Menu on page 36 See SATA Menu on page 42.

SaTA | Test  Tooks  Help A5 S

O 1dentify Chrl+I

#

Inquiry 3

TUR Ch4T
Set Features
Read Capacity
Power Management 3 :
Skart Stop Unit 3

X [Ddm @ &\N"o

&
[}
a Security Unlack,
&
£

Mode Sense k
Security Erase » Log Sense I
Read Log Read Defect 3

3.3 Device Lockout

Device lockout hides devices from the user interface to prevent unintentional actions and commands.
To exclude devices from the user interface:

1. Select a device.

2. Select View > Lock-out Device.

The selected device will disappear from the list of available devices.

To restore the device to the user interface, select View > Clear Device Lock-out.

- @ This document or item is part of a SanDisk-developed design for a standard SanDisk product, and is not custom
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3.4 Session Logging

All device activity is logged with application status and error information. Session logging is saved to MyDocuments\SanDiskGuard\Logs at the
end of every session. A session ends when SanDisk Guard is closed.

To view a log:

1. Select File > Open.

2. Click the open button I 3 on the toolbar or CTRL + O.

3. Navigate to My Documents and select SanDisk Guard > Logs.
4. Click the desired log to open it.

- @ This document or item is part of a SanDisk-developed design for a standard SanDisk product, and is not custom
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40 TestMenu

This section details the diagnostic options of SanDisk Guard located on the Test menu.

4,1 Elements

The Test menu generates information about the device(s) that is useful for debugging issues encountered with the drive(s). The Test menu
includes the following interface- and device-specific diagnostic and test operations:

. Diagnostic Report
. Event Log Marking

. Core Dump

Test | Taools  Help

Diagriostic Report  ChrlH-D Log

{5} EwventLog

~2  Core Dump

|@ Self-Test » Report DST Resulks

Backaround short ST

4.2 Diagnostic Report
The diagnostic report retrieves all internal device logs, identification data, and device health data.
To generate a diagnostic report:

1. Select Test > Diagnostic Report.

2. Click the E quick action button or click CTRL + D.
If the device code is assigned, logs with format definitions will be parsed out and saved as text files. The diagnostic report can then be viewed by
clicking on the hyperlink displayed in the activity log. The data and logs are written to files and archived to a zip file.

NOTE: The password to the zip file is Sm@rtStOr.

- @ This document or item is part of a SanDisk-developed design for a standard SanDisk product, and is not custom
SaIDlSk material. © 2016 Western Digital Corporation or its affiliates.

a Western Digital brand -21-




SanDisk Guard User Guide | Rev 2 Document Number: 80-11-80115

+2: SanDiskGuard Special Edition 1.1.5.2

File  Edit “iew Command SMART  SATA  Test  Tools  Help
= A s Sa Iy | e e &, B Select Al OOSV 1% Application Log

L

I»

FGOOCH?A

4 . ~
& SDLFOD7M-400G-1HAT
e SATA 400 GB ZME42IM2

(1 |
& |
FGO0BPDR g
& |

TXB2C101 20GG7001
—— SATA 120 GB ZHN13MCT9

FGODBQRX
SDLFODYR-480G-1HZ22

SATA 430 GB ZN1MMC43 E E
FGOOEOKP n

Manufacturing Defects = Bz22
Grown Defects =0
Power On Hours= = 7431
Temperature (<) = 30
Max Temperature (C] = 43
% Life Used =0

[ 59400000 €| 4030094 ijabanusn tﬂl 430094 @[vmauusﬁ ti?]

Report location:
“fileffchUserstShivanitDocum entstSanDiskGuardyDiagnostic Reports'\FGOOBORY 20150510 2326-

———-Diagnostic Report Complete!-——

Zoom Level - 100%

G, 0000DF6S |G FGIOEOKP |G} FGO0BQRX [G) FGINBFDR |G FGINCHTA |
SaIDiSk Ready 7 Device Lock-auts 5(10/2015 10:27PM

L e

4.3 Eventlog

To view the event log:

1. Select Test > Event Log.

2. Click the hyperlinks displayed in the activity log to view event logs. See first graphic under Core Dump, on page 23.
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44 CoreDump
1. Select Test > Core Dump.

2. Click the hyperlink displayed in the activity log to view core dumps.
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= SanDiskGuard Special Edition 1.1.5.2

File  Edit  view Command SMART  SATA | Test | Tools  Help

A = (7] c ‘*‘ M {5 Diagnostic Report  Chri+D g
&l 5 EventL =
@ FGOOCH7A @Y Evertloo 1]

Care D

E| Jpw  SDLFODTM-400G-1HAT B8 CoreDump |
=
T SATA  400GE  ZNE42JM2 Self-Test »
=
Eﬂ FGO08PDR n
2 e TAEZCIDIZ0GEO0T
i T sATA 120GB ZN19MCI9 E E
g o
] FGDOBQRX 1] |
- w4
& e SDLFODTRAS0G-H22 E
S| sATA  4B0GE  ZNIMMC4d
k=l
Z
@l FG0oEnKP 1]
=) 3 -
=
=
E = 50011731002949C5 &
% PI Enabled = False

PI Type =0
@ TCGE Supported = False
=
=
=
2
= | [Core Dump]

Retrieving core durp from device FGOOEQRE...DOHE!

Core Dump location:

filey/f/C \Users\ShivaniyDocum ent siSanDiskGuard\Diaghostic ReportshFGOORORK 20150510 2271

——-Core Dump Complete!——-

Zoom Level - 100%

K|

& D000DF65 |G FGOOEDKP | FGOOBQRX | FGOOSPOR & FGIDCHTA |
Sandisk’ resw

7 Device Lack-outs 510f2015

10:22PM

4.5 Paniclogs

4.5.1 Generate a Paniclog

For LSI/SandForce-based products, GetSnapshot will generate a panic log. The device must be restarted to release SanDisk Guard from a paused

state.

To generate a panic log, select Test > Panic > Extract.

4.5.2 ExtractaPaniclog
Panic Log downloads are available for the Diagnostic Report folder in binary form.

Select Test > Panic > Extract to extract a panic log.

San)Jisk
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v SanDiskGuard Special Edition 1.1.5.2

File  Edit  Wiew

L
Vi

Command  SMART 545

(7] c ‘*' B zclect ll osv 18 Application Log

Test

Tools

Help
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000091ES
SDLEODERA20GEC2T

100 s

[ PSTSAZ07 'L'i!l D9ZL0ZTH 'L'i.'l ETL9RO0F 'L'i!l BIRLOTTH @_J 40da0094 'L'i!l 00094 & | S3TR0000 @‘

[FPANIC LG EXTRACT]
Extracting slot O0...DONE!
Panic Log 0 written to C:/Users/3hivani/Desktop/E3IM1.0/HostManagement/Applications/3anDiskGuard,/33T3,

[FPANIC LOG EXTRACT]
Extcracting
[FANIC LOG EXTRACT]
Extracting
[PANIC LOG EXTRACT]
Extracting

——-Panic Log Extract Cowmplete!———

zlot 1...HNo Valid Panic Log

slot Z2...HMo Valid Panic Log

slot 3...HNo Valid Panic Log

SAS5 488 5B D 0k,
FGODBORX 1|
e SDLFOD7R-4806-1H22 —
S gaTa 4B0GE ZNTMMO4S E
FGOOSPDR 1
B TeB201 0 206567001
T gaTa 120GB ZN19MCIS E E
- om w7
———SHNAHKT Head Data Complete!-———

o |

5 20295152 |G 41207260 [ 40046712 |G 41207428 |G FGO0SPDR |G FGOOBORX |G 000091ES |
Sarn)isk reay

3 Device Lock-outs Si21j201s Si20amM o

4.5.3 Paniclog Seek

Panic Log Seek lets you see what panic logs are available for LSI/SandForce-based products.The decoded headers for each panic slot are
displayed along with the raw data returned.

Select Test > Panic > Seek to access panic logs.
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= SanDiskGuard Special Edition 1.1.5.2

File: Edit Wiew Command SMART SA5 Test Tools Help

L.
e

(7] e ‘*_ B sclect all ) osv - afE Application Log |

SOLEODER4BOGEC2T

l-"l'/ 000091ES
SAS 488 GB D0k

|»

«|

i

FGODBQRX
SOLFODYR-480G-1H22
SATA 480 GB ZH1MMCAS

«|

i

FGOOSPDR

T=B2C1N 20GGE7001
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«|
DEOROE

S

;HEEEEE
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HeaderPrefix
Transactioniumber
SynoCade
UnlockLewel

SGize

JataSize
ePagelddress
Walid

CRC

‘Offset (h) 01 02

100 %

[ 2556202 ‘L‘ﬂl 092£02TF 'Ei.'l ZTL9R00F (i?l §2v 02T (Ql‘dodsnuad ‘L‘i?l ¥4030094 @l 53160000 (ﬂ‘
{1 T | | | [ ‘
t *

= OxXFFFFFFFFFFFFFFFF
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536571554
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3 Device Lock-outs S/Z1f2018 Siz0aM

4.5.4 Paniclog Erase

You can erase all panic logs on an LSI/SandForce based product.

Select Test > Panic > Erase to erase panic logs.
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4.6 Drive Self-test

Drive self-test is part of the SCSI/ SAS standard. Run a drive self-test to perform the following operations:
. Run a sanity test on the FTL processor and its memory
. Test a section of DDR memory
. Test an area of shared memory
. Check for SMART attribute threshold trips

When the drive self-test completes, a command complete status is returned to you. If any failures occurred, the appropriate error status is
returned.

1. Select Test > DST > Run Background Short DST to run SCSI DST.

2. Select Test > DST > Report DST Results to view DST results.

+2: SanDiskGuard Special Edition 1.1.5.2

File  Edit  View Command SMART  SAS | Test | Tools Help
RR=A" = B ) Diagnostic Report  Cerl+D e
Event L B
~~+ FGOOCH7A el %
R CoreD ll .
. SDLFOD7M-400G-1HAT L
T saTA 400GE ZNE42M2 [@)  SefTest v ] S E E
FGOD8PDR | Background Shart DST | n

Q

TXB2C10120GG 7001
&

SATA 120 GB ZWN13MC13 E E
FGOOBQRX n T

SDLFODYR-480G-1H22
&

SATA 480 GB ZM1MMC43 E E
v
= FGOUEOKP 1 ] -

Q

Qooo00150 00 00 00 00 00 OO0 OO0 OO0 o0 12 03 10 00 00 00 00 ... eeenoennas -
oooo00160 OO0 OO0 OO0 OO0 00 OO0 OO0 OO0 OO0 00 00 00 OO0 13 03 10 ... ... .eenoeanas

Qooo0170 00 00 00 00 00 OO0 OO0 OO0 OO 00 00 00 00 OO0 00 00 .......eceeennan

oooo001s0 00 14 03 10 00 00 00 00 OO0 00 00 00 00 OO0 00 00 .......eceoennas

oooo0is0 00 00 00 00

59400000 €2 | 4030094 €3] 4DA0094 €3 | wadso09d €| weHo0094 €D |

———Log Sense Complete!——-

— [3C3I Driwve Self Test]

Mode=001kb (Background Short S3elf-Test)

Running. ..0%...49%...49%...100%

Duration = 0.0758 sec
———8elf-Test Complete!———

-
1 | 3

Zoom Level - 100%:

Wﬁ FGODECRX |G FGODEPOR [ FEO0CHTA |
San)isk resdr 7 Device Lack-outs 5/10{2015 10:12PM
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5.0 Command Menu

The command menu contains device commands and operations that are not interface-specific (SAS or SATA) and are available to all device
types.

5.1 Elements

+  Refresh

+  Update Firmware
« Format

+  Write/Read

+  Sanitize

Command | SMART 545 1

c Refresh F5

& |Update Firmware. .,

&% Format... 3
&2 Sanitize 3
£ Wike Read 3

5.2 Refresh
The Re fresh command rescans the serial lanes for devices. Powered off devices are removed from display when refreshed.
To refresh SanDisk Guard:

Select Command > Refresh or click F5.

Recently powered on devices may take several seconds to be recognized. If a device is

NOTE: . . . .
not immediately recognized, wait a few seconds and refresh.
- o This document or item is part of a SanDisk-developed design for a standard SanDisk product, and is not custom
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5.3 Update Firmware

SanDisk Guard lets you change the firmware for selected devices.

To upgrade device firmware:
1. Select Command > Update Firmware or click the .'i’. quick action button.

The Update Firmware dialog box opens.

Update Firmware
— Select Firmware Image File to Load...
I j | Browse |
— Ophons
Dawnload Mode Download microcods, save, and activate j
| Update | I LCancel I

2. Enter the path or click Browse for the firmware binary file to send to the device.
3. Click the down arrow to select the Download Mode.

4. Click Update.

The firmware binary file is transferred to the device using the appropriate commands for the device type. While the device processes the new
code image, the progress bar will cycle to indicate background activity.

When the firmware update completes, the new firmware version is displayed in the device log and on the device bar. If sound is enabled, the
completion will be signified by a beep.

[Update Firmware]

Downloasd File = D:‘-.Shivani‘\Dllilk‘\Dptimus_ecn_exz_dell_DlDK_‘lEDGB_fW.dnb (407,552 E)
Xfer Mode = Download microcode, save, and activate [(05h)
Bvytes per Zfer = 407552

Updating...DOHE!

10K
5.928 sec

Updated Device Firmware Eew
Duration
———TUpdate Firwware Complete!———

5.4 Format

SanDisk Guard supports several different format options. These include:
- Current: Reformat current logical format
« 512B/512B + PI: Format to 512 Byte/sector, optionally with Protection Information (PI) Type 2
- 520B/520B + PI: Format to 520 Byte/sector, optionally with Pl Type 2
+ 528B: Format to 528 Byte/sector
To format a SAS device, select Command > Format > Option where Option is the desired format type.
While a format is in progress, the progress bar cycles and indicates background activity. The percent complete is printed to the device log.

When a format completes, the duration is displayed and read capacity is issued and returns the new format and protection information status. If
the Pl state has changed, it will be reflected on the device bar.

- . This document or item is part of a SanDisk-developed design for a standard SanDisk product, and is not custom
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= sanDiskGuard Special Edition 1.1.5.2

File  Edit Miew | Command | SMART 3AS Test  Tools  Help

RE=N" & Refresh FS | Select all Cyosv - 3 Application Log
S E 750 . “
@1 B SAT‘*" IJpdate Firmmare, . E
5 II:IDCI Format... ’| Current
§ g FG 2 Sanitize 3 | 5176 | n
i o S0U & wribefread » 5126 + FI
@1 i SATE T GE TS S30E E E
@ 5206 + PI
S| == FGODEOKP D
=) — 5286 -
;DU j SDLEODER400GECAT
E‘ = 545 400GE 4954 E E
&

+

2| ~~, ODDODFB5 1]
=o ———
E: j SDLKOEGW150G5CAT
E — 5A5 1E0GE 4954 E E
m -
o M
=
™| Max LEL = 293045767 [(0x117759EF)
& |Sector Size [Block Length) = 51ZE
E‘Protectinn Information Enabled = False
— |Protection Information Type =0
E Protection Interwal Exponent =0
2 |LE Per PE Exponent =3
T |LE Provisioning Managemwent Enabled = True
T O Provizioning Read Zeros = True

Lowest Aligned LEL = 0 (0x0)

——-Fead Capacitylt Complete!—-—-

[Format]

Bytes/Sector = 512

Enable Protection Information (Type 2) = True
Formarttineg. ..

Zoom Level - 100%

& N000DF6S €3 FGO0ENKP |§ FEO0BQRX |@ FGOOEPDR, |@ FGOOCHTA, |
SaIDiSk Ready 7 Device Lock-ouks 51072015 11:49 PM

‘ NOTE: ‘ Currently, format is only available for SCSI/SAS devices.

5.5 Sanitize

SanDisk Guard lets you perform the following operations:

|Q Sanitize 3 Owerwrite
£ Wike/Read » Block Erase
TIaFLIH Cryprographic Erase
. Overwrite: Causes the device server to alter information by writing a data pattern to the medium one or more times. You can set the

initialization pattern, overwrite count, and invert pattern image.
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Sanitize Overwrite E
— Parameters
Invert Pattern T Owenwrite Count I 1 3:

Initialization P attern IDEI | Browse... |

ok | | Cancel |

. Block Erase: Causes the device server to alter information by setting the physical blocks to a vendor specific value.

Cryptographic Erase: Causes the device server to alter information by changing the encryption keys, which may cause protection
information, if any, to be indeterminate.

5.6 Sequential Write and Read

Sequential Write and Read has several options which lets you do the following:
. Set the logical boundaries
« Use pre-defined boundaries such as MAX Lock Block Address (LBA), or enter a number
. Set the transfer length
«  Each transfer randomized between Max and Min
»  Set Max = Min to use a fixed transfer length
. Set operation
+  Write/Read/Verify/Write Verify
. Set data compare options
«  Ifwriting, load or enter a data pattern to use each transfer
+  Read data compare is currently disabled

To access Sequential Write and Read, select Command > Write/Read > Sequential.

Sequential Access

i SetLogical Boundaries —— | [ Set Transfer Length [sectors] ——

Mak LBA [Max LBA =] Max Transfer [258
Min LBA |MIN LEA& - HMin Transfer IESB

L«

i Set Options i Set Data Compare Options
Dperation IHead j [rata Compare s
Skip Count ID | Load Pattem
[

Reverse [Maw:Min) [

I ] “ Cancel I
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5.7 Random Write and Read

Random Write and Read options let you do the following:

. Set the logical boundaries
. Set the transfer length
. Set operation
«  Write/Read/Verify/Write Verify
+  Enter the number of random commands

. Set data compare options

Document Number: 80-11-80115

«  If writing, load or enter a data pattern to use each transfer

+  Read Data compare is currently disabled

To access Random Write and Read, select Command > Write/Read > Random.

Random Access
— Set Logical Boundaries — Set Tranzfer Length [sectors)
Max LBA [MAX LBA =] Max Transfer [268
Min LBA [MIN LBA =] Min Transfer [256
— Set Options — Set Data Compare Options
Operation |Fiead | Data Compare [
CariEmes |1 | Load Pattern
[l
| 0K | I Cancel I
- o This document or item is part of a SanDisk-developed design for a standard SanDisk product, and is not custom
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6.0 SanDisk Menu

Document Number: 80-11-80115

The SMART menu contains tools for working with data. SMART is a native element of the ATA/SATA standard and has additional features and
commands not found in SCSI/SAS.

6.1 Elements

. Read Attributes
Return Status
. Enable
Disable
Read Log
Write Log

Self Test

NOTE: Read Attributes is the only SMART menu command available for SAS devices.

6.2 Read Attributes

The Read Attributes command reads the attribute data, reformats it, and returns it in a readable version.

SMART | SATA  Test Tools

Help

Un  Read Attributes Chrl+A

Return Status

8 Ensble
8 Disable
3 Read Log
[} ‘wirite Log
Self-Test

6.2.1 SATA Read Attributes

On a SATA device, Read Attributes send a SMART read data command to the device to read the attribute data. The Read Data command

returns the SMART attribute data

and reformats it into a readable version.

The formats may vary between different SATA devices.

Toissue a SATARead Attributes command, you must have a SATA device selected on the device bar.

Select SMART > Read Attributes or select the quick action button.

San)Jisk
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6.2.2 SAS Read Attributes

On a SAS device, Read Attributes send a Log Sense command to the device to read the relevant log page containing the SMART attributes
data. The Log Sense command returns the SMART attribute data and reformats it into a readable version.

Read Attributes is the only SMART menu option for SAS devices.

To issue the SAS Read Attributes command, you must select a SAS device on the device bar:

Select SMART > Read Attributes or select the quick action button.

6.3 SMART Return Status

SATA Return Status reports whether a SMART attribute threshold has been exceeded.
To view SATA Return Status, select SMART > Return Status.

If a SMART threshold has been exceeded, use Read Attributes to view the status of each attribute and identify the exceeded threshold. See Read
Attributes, on page 32.

6.4 SMART Disable

SMART Disable turns off SMART attribute measurements and reporting. SMART commands will report an error if disabled.
To use SATA Disable, select SMART > Disable.

6.5 SMART Enable

SMART Enable restores SMART reporting if disabled.
To use SATA Enable, select SMART > Enable.
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6.6 SMART Read Log

Document Number: 80-11-80115

SATA devices have a set of SMART log addresses for device data and SMART Command Transport. See section SMART Self-test, on page 35 for

SMART Command Transport.

SanDisk Guard displays a list of all SMART logs on the selected device. A custom log number may be entered if the desired log is not listed.

To access SATA Read Log, select SMART > Read Log.
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6.7 SMART Write Log

SATA write log is mostly used for SMART Command Transport. Select a predefined binary file (created externally to SanDisk Guard) to write to
the selected log address.

To access SATA Write log, select SMART > Write Log.

6.7.1.0 SMART Command Transport

The SMART Command Transport is a method for a host to send commands and data to a device, and for a device to send data and status to a
host using the SMART logs.
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6.8 SMART Self-test

Using the Execute Off-line Immediate command,SanDisk Guard executes SMART self-tests. The Execute Off-line Immediate
command causes the device to initiate a sequence of events that collects SMART data in an off-line mode and then preserves this data across
power and reset events; or processes a vendor specific self-diagnostic test routine in either captive or offline mode.

| nelf-Test r m Short Off-line rmade

Extended Off-line mode
Comveyance Off-line mode
- OTImiE Abort Off-line Self-Test
Fowsr Logs Count short Captive mode
Frotection Failure Edtended Captive rmode
ire Life Remaining .
r Detectionf/Correction Rate Cokwveyance Captive mode

SATA self-test progress is reported in the device log. The progress bar cycles to indicate background activity. The SMART self-test status displays
when complete.

Toissue a SMART Execute Off-line Immediate command, select SMART >Self Test > Short Off-line mode.
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7.0 SAS Menu
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The SAS menu offers options exclusively available for SAS (SCSI) devices, and lets you run common SAS commands.

7.1 Elements

The elements of the SAS menu are as follows:

. Inquiry
+ Standard
 Vital Product Data
. Test Unit Ready (TUR)
. Read Capacity
. Start Stop Unit
. Mode Sense
. Log Sense

. Read Defect

7.2 Inquiry

SAS

TN

b= ]

™
"

X [ &= E

Test  Tools
Inquiry
TUR. Chr+T
Read Capacity
Start Stop Unit

Mode Sense
Mode Select

Log Sense

Read Defect

Help

3

4

2

Inquiry returns identification and configuration device data.

7.2.1 Standard Inquiry

Standard Inquiry returns the following identification and configuration device data:

. Serial Number
. Model Number
. Firmware Version

. Device Type

To open Standard Inquiry, you must select a SAS device:

. Select SAS > Inquiry > Standard or

. Click the n quick action button.
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7.2.2 Vital Product Data Inquiry
Vital Product Data (VPD) is an additional set of inquiry pages containing more detailed identifying and configuration data.
To open Vital Product Data Inquiry, you must select a SAS device.

Select SAS > Inquiry > Vital Product Data

7.3 Test Unit Ready

Test Unit Ready (TUR) returns the operational and media status of a SAS device.
To view Test Unit Ready:

1. Select SAS > TUR.
2. Click CTRL+T.

7.4 Read Capacity

Read Capacity returns the geometric configuration of the device:
. Max logical block address
. Sector (block) sizes
. Protection information status

. Logical block provisioning
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To view the Read Capacity:

1. Select SAS > Read Capacity.
2. Click the toolbar button.

7.5 Start Stop Unit

The Start Stop Unit command with spinning hard disk drives physically stops (spin down) or starts (spin up) the disk stack to disable or
enable access to the medium. SSDs typically implement the Start Stop Unit command for legacy installations.

The Start command makes the media available for read and write access. If the Start command fails, attempts to access the media will also
fail.

1. Toissue a Start command, select SAS > Start Stop Unit > Start.
2. To issue a Stop command, select SAS > Start Stop Unit > Stop.

The Stop command makes the media unavailable for read and write access. A stopped
device reports a Not Ready error until the device is started.
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7.6 Mode Sense

SCSI Mode Sense is used to read device configuration parameters.
To issue the Mode Sense command:

1. Select SAS > Mode Sense.
2. Select the type of value to read:

» Current: Read the current mode page values
» Changeable: Read only the mode page values that can be modified
» Default: Read the mode page values as defined by the current firmware

» Saved: Read the last set of mode page values saved to the device

3. Select a mode page/subpage number from the drop-down list.
4. Click OK.
SC5I Mode Sense @
Parameters
Page Contral | Curent values v]
[ "] Disable Block Descriptor [7] Long LBA Alowed
Select Page
Fage |0300h-FormatModePage V]
0K || Cancel |

7.6.1 Mode Sense Data

Standard SCSI mode pages are decoded for easy reading.

If there is no decoding, select Tools > Assign Firmware Package. Then reissue the Mode Sense command.
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7.7 Log Sense

SCSI Log Sense reads device statistics and metrics stored in various pages.
Toissuea Log Sense command:

1. Select SAS > Log Sense.
2. Select a page/subpage combination on the drop-down menu.
3. Click OK.

SC5I Log Sense @

Select Page

Page |0D00h-TemperaturelogPage ']

0K || Cancel |

For SAS devices, SMART attributes are stored in the log pages.

7.7.1 LogSense Data
Standard SCSI log pages are decoded for easy reading.
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7.8 Read Defect Data

The Read Defect Data command requests device transfer of medium defect parameter data from the P-LIST and/or the G-LIST. Defect list
entries are decoded to identify defect locations.

To issue a read defect command, select SAS > Read Defect <option> where <option> is the desired location of the read defect.
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8.0 SATA Menu

The SATA Menu contains commands exclusively available for SATA (ATA) devices.

8.1

The elements of the SATA menu are as follows:

8.2

Identify returns device identifying and configuration data:

To view the SATA Identify information:

8.3

Elements

Identify
Set Features
Power Management
» Standby Immediate
+ Idle Immediate
« Sleep
» Check Power Mode
Security Unlock
Security Erase

Read Log

Identify

Serial Number
Model Number
Firmware Version
Maximum LBA
Security Status

Select SATA > Identify.

SATA | Test  Tools  Help

o 2% o

o 3

Identify Chrl+I
Set Features

Power Management 3

Security Unlock,

Security Erase 3

Read Log

Click the n quick action button or click CTRL + I.

SATA Power Management

Document Number: 80-11-80115

The SATA power management command set features let you control the power condition mode of the device. The power management
command set features includes:

San)Jisk

Standby: Moves a device to standby and flushes cached data transfers to non-volatile storage. SATA interface remains active.

Toissuea Standby Immediate command,select SATA > Standby Immediate.

Idle: Moves a device to idle and flushes cached data transfers to non-volatile storage. SATA interface remains active.
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Toissuean Idle Immediate command,select SATA > Idle Immediate.

. Sleep: Causes the SATA interface to be inactive. Only a power cycle or hardware reset will restore the SATA interface.
Toissuea Sleep command, select SATA > Sleep.

. Check Power Mode: Returns the current power-saving and performance mode of the drive.
Toissue a Check Power Mode command, select SATA > Check Power Mode.

8.4 SetFeatures

Set Features enables control of several ATA device features and options.

Select SATA > Set Features.

Select a feature.

If applicable, select a feature-specific parameter.
Click OK.

PN =

ATA Set Features
— Options
Feature |1Dh:EnabIe use of SATA feature j
gzgzgmmand |E|1 h:Mon-zero Buffer Offsets j -

07 kb ro Buffer OF

LB 02k Db Setup FIS Auto-Achivate optimization
Subcommand |03k Device-initiated interface power gtate tranzitions
Odh:Guaranteed [n-Order D ata Delivery
05h:Asynchronous Matification

OBh:Software Settings Preservation Camea] |
07h:Device Autornatic Partial to Slumber Transgitions

8.5 Security Feature Set

The Security Feature Set includes unlock and erase. To issue security commands, the password must be entered. There are two passwords:
. Master: Used to unlock the device if the user password is lost or if an administrator requires access (for example, to repurpose a
device).

. User: Creates a lock to block processing of some commands, including preventing access to all user data on the device. It is used to
unlock the device to allow access.

o =

Security Password @
Enter Password
@) Master Pagsword |zer Password
Ol Canced
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8.5.1 Security Unlock
Security Unlock allows access to the device user data and clears the security status field in the identify device.

To issue a security unlock, select SATA > Security Unlock.

8.5.2 Security Erase (Normal)

After setting the password, Security Erase (Normal) will replace the contents of LBA 0 to the native max address with all binary zeros or all binary
ones. Security will also be disabled, unlocking the device.

To issue a Security Erase (Normal), select SATA > Security Erase > Normal.

NOTE: ‘ Normal is the only Security Erase type currently available.

8.6 SATA Read Log

Read Log lets you read standard and vendor-unique logs in a SATA device.

~» SanDiskGuard Special Edition 1.1.5.2
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To view the SATA Read Log:

1. Select SATA > Read Log.
2. Select alog from the drop-down menu or enter a log address and the length.
3. Click OK.
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9.0 Tools Menu

The tools menu has features for configuring SanDisk Guard behavior and capabilities with the following features:

9.1 Elements

The elements of the tools menu are as follows:

Tools | Help

Custormize

| Options

9.2 Options

Options configures the operating and user interface elements of SanDisk Guard.

9.2.1 Environment Options
Environment Options let you customize the user interface elements and behaviors.

To access the environment options:

1. Select Tools > Options.
2. Check the options you want to enable.
3. Click OK.

Currently, the only available customization is Enable Sounds, which when checked, causes SanDisk Guard to beep upon the completion of a
long running process, such as downloading firmware. You can select the device data definition files.

Options EH

=n — Ugzer Experience

B- Dlevic:e Cantrol
- Host Bug Adapter W' Enable Sound

i Device Data Definition Files

Firmware Container Folder

I Browse. . |

Fart Murber Definitions File

|

Ipart_numbers.isnn Browse. ..

Ok Cancel
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9.2.2 Device Control
Device Control lets you set the host bus adapter and access device error handling options.
To access the Device Control menu:

1. Select Tools > Options.

2. Select Device Control.

3. Browse for the current selected HBA.
4, Click OK.

Currently, there are no options available. Only LSI 9200 series HBAs may be used.
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